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Reports

aging airliners.

The retirement of older aircraft,
combined with anticipated growth in
the demand for air travel, translates
into replacing most of the current
global fleet and doubling its size.
Most of these new aircraft will be
needed in the single-aisle market.

“Right now, single-aisle airliners like
the Boeing 737 are constructed at a
rate of about 60 aircraft per month,
and they are made from metallic
structures. Aircraft that already use
composites, like the Airbus A220 or
the larger Boeing 787 Dreamliner,
are produced at a rate of no more
than 14 per month,” Young said.

HICAM’s goal is to accelerate this
process, aiming for the capability
of constructing 80 aircraft per
month using composite materials.
To achieve this, researchers are
investigating  which composite
materials and construction methods
can best be accelerated to this high
rate of production.

“Much of what we’re doing is taking
composites production to the next
level. We're taking methods that have
already been proven and figuring
out how to do it faster. Increasing
the production rate can significantly
reduce the cost of composite
structures, which is needed to
compete internationally,” Young said.

The production rate is limited by the
time it takes to fabricate the parts,
assemble them to make large aircraft
components, and inspect the results
for quality.

Most aircraft components currently
made  from composites  are
thermosets, which work similarly to
two-part epoxies used around the
house. When the two materials mix
and are heated, a chemical reaction
occurs that combine them into a
solid, rigid object. The process is
irreversible, and the two materials
cannot be separated again.

For each part, the raw composite
materials are placed layer-by-layer
into a mold. The flexible content of
the mold is turned solid by curing it
under high heat and pressure in a
huge oven called an autoclave.

Altogether, this is a long process,
with materials placed into the mold,
prepared for the autoclave, cured
inside the autoclave for up to eight
hours, cooled, and assembled

into finished components — not to
mention all the inspections required
throughout the process.

An automated fiber placement machine builds
a composite aircraft fuselage for a Boeing787
Dreamliner. The machine is operated by Spirit
AeroSystems, which is headquartered in
Wichita, Kansas.

Credits: Spirit AeroSystems
Finding the Right Stuff

Central to HICAM’s work is examining
which composite materials cure
fastest in the autoclave, which could
be cured without using an autoclave,
and whether there are additional
composites that could be adopted
into aircraft construction.

For example, the project s
considering the idea of using
thermoplastic materials. As opposed
to thermosets, thermoplastics are
similar to a glue stick or hot glue.
When heated, they melt into liquid.
When cooled, they become solid
in whatever new shape has been
created.

“Thermoplastics don’t require the
long eight-hour baking process that
thermosets do. They have been
widely used in aircraft interiors,
overhead storage bins for example,
but they have never been used in the
aircraft manufacturing industry for
larger components like the wings or
fuselage,” Young said.

In addition to thermoplastics, HICAM
also is researching the use of new
resins to reduce cure time to minutes
instead of hours — or even eliminating
the need for an autoclave at all.

Another way HICAM is looking to
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accelerate the production rate is
reducing assembly time. Currently,
aircraft components made from
composites are made in smaller
pieces and put together using
thousands of fasteners. One solution
HICAM is working on is “stitching”
composite parts together before they
are cured — effectively fabricating
one large composite component that
doesn’t require fasteners.

Other time-consuming steps in
the production process are when
humans perform certain tasks such
as inspections. Sometimes, this can
slow down the entire assembly line,
especially if a component is found to
have defects.

To resolve these delays, HICAM is
researching ways to involve more
automation for tasks like inspections,
which would speed things up. Also
being looked atisin-situ inspection, or
inspection during the manufacturing
process itself.

Industry Implementation

HICAM is working together with
industry partners in the Advanced
Composites Consortium on the
development of these high-rate
composite manufacturing processes.
Industry partners include aircraft
manufacturers,  equipment  and
software developers, and material
suppliers.

“The technology we're pursuing is
intended for new transport aircraft
entering service in the early 2030s,”
Young said. “HiCAM’'s goal is to
prove that this construction rate
can be achieved for composites by
2026, then transfer the technology
to the aviation industry so they
can implement it in a new aircraft
production  program.”

While HICAM’s focus is on transport
aircraft, Young notes the potential for
other applications of the technology,
including small aircraft structures for
Advanced Air Mobility.

John Gould

Aeronautics
Directorate

Last Updated: Jul 7, 2022
Editor: Lillian Gipson

Research Mission



Reports

Issue 48
September 2022 I

NASA to Increase Sustainable Aircraft Manufacturing with HICAM

The forward section of a Boeing 787 Dreamliner is shown under construction inside a composite
fabrication tool. Much of the 787 is made from composite materials, including sections of the
aircraft's main body and wings. HICAM'’s goal is to accelerate the production rate of aircraft made

from composites.

Credits: Boeing

One of the aeronautical challenges
of the 21st century is finding a way
to quickly construct new, sustainable
aircraft. Hi-Rate Composite Aircraft
Manufacturing (HICAM), one of
NASA’s newest projects, is tasked
with addressing that challenge.

HICAM is researching
to  manufacture large  aircraft
components, like aircraft wings
and fuselages, from composite
materials at a higher rate of speed —
comparable to that of aircraft made
from metallic materials.

how

“HICAM is enabling widespread use
of composite materials to be applied
in the next generation of aircraft. In
order to do that, we need to create
construction systems that produce
aircraft quickly and at a competitive
cost,” said Rick Young, HICAM's
project manager, based at NASA'’s
Langley Research Center in Virginia.

Sustainable Aviation Fleet
HICAM is taking place as part of

Carbon fiber, a widely used composite, starts
out on spools like the ones in this image before
it is fabricated into an aircraft component.
Composite materials like this are used in the
Boeing 777 aircraft, among others.

Credits: Boeing

the Sustainable Flight National
Partnership (SFNP), through which
NASA and its partners in industry,

academia, and government
are working to make aviation
more  sustainable using green

technologies.

By building more aircraft components
out of composites — which can
be a custom-tailored mixture of
materials like plastics, graphite, and
ceramics — an aircraft's weight can
be substantially reduced, making it
more fuel-efficient.

But how do composites make these
innovative designs possible?

“A great analogy to how composites
work is a sheet of plywood,” Young
said. “It has many layers of wood,
and the grain of each layer runs in
a different direction. These layers
are stacked up and glued, making
plywood. Putting layers in different
directions keeps each layer of wood
from splitting along the grain, making
it stronger.”

Composites have layers of fiber-
reinforced materials, usually plastic.
These layers are very thin — the
thickness of a sheet of paper — and
made of stiff, lightweight graphite
fibers 10 times smaller than a human
hair. Each layer runs in a different
direction, and when stacked together
and hardened, they form a stiff
structure that is not easily broken.

Therefore, composites can be even
stronger and lighter than the metals
that are currently used in aircraft
construction.  This quality also
allows aircraft designers to be more
creative in coming up with innovative
aerodynamic shapes that can help
cut down on fuel usage.

New Ambitions, New Project

During the next 20 vyears, the
worldwide commercial aviation fleet
will need about an estimated 40,000
new aircraft to meet the growing
demand for air travel and replace
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airports  themselves.

The nomenclature of cybercrime
has varied over the time and its
development went through stages. It
was known as information crimes, and
then it was called computer crimes,
then technological crimes, then
hacker crimes, then cybercrimes,
and cybersecurity crimes, which is
undoubtedly a criminal activity that
uses computer technology or one
of the other modern technologies,
directly or indirectly, as a means or
target for carrying out an intentional
criminal act.

Since civil aviation depends entirely
on computer systems on a large
scale in air operations and air traffic
management, the use of information
and communication technology in
civil aviation has been increasing
over recent years and it is moving at
a very rapid pace, whether in the field
of aircraft industry or navigational
communication tools, navigational
systems, digitization and artificial
intelligence currently used in airports
and by aircraft industry.

The classifications of cybercrimes
vary, ranging from electronic terrorism
that threatens the security and safety
of civil aviation to many attacks,
including phishing attacks, remote
jamming of aircraft, aviation systems
or navigational communications, and
remote hijacking to control aircraft or
flight systems.

ICAO works with the 193 member
states of the Chicago Convention
and other aviation groups to
agree on international rules and
recommendations relating to civil
aviation and policies aimed at
supporting a safe, efficient, secure,
economically sustainable and
environmentally  responsible  civil
aviation sector. During the seventies,
when a security document was
published, it constituted a guide
to assist member states in taking
measures to prevent illegal crime,
reduce their effects, and ensure
implementation of the applicable

standards of Annex (17) of the
Chicago Convention, creating a
security culture, and effectively
promoting recommended standards
and practices. The security audit
program has long been focusing
in the audit of access controls and
related security gaps in information
and communication  technology
systems, and it was a good approach
in identifying potential risks in
cybersecurity. ICAO has previously
confirmed that it is committed to
supporting Member States in creating
a cooperative environment that
contributes to increasing awareness
against cyber security threats and
recommended all Member States
to work together and to exert
international efforts to cooperate in
order to confront these risks. It is
aware of the size of the existing risks
and the security imperatives, and
therefore it means that it is directly
concerned with addressing the risks
related to cyber security since 2005.

During the thirty-ninth session of the
General Assembly held during the
month of October 2016, Resolution
No. (39-19)  which includes
addressing electronic  security in
civil aviation, announced several
resolutions that include an appeal to
countries concerned with the aviation
sector to take necessary measures
to combat cyber-attacks against
civil aviation, including identifying
potential threats and risks to civil
aviation operations, defining the
responsibilities of national agencies
and relevant authorities in the aviation
sector in relation to electronic security
in civil aviation, and developing
partnerships  and mechanisms
between governments and the
aviation sector and participating in
them at the national and international
levelsinordertoexchangeinformation
on this aspect, in addition to many
recommendations announced during
the aforementioned session.

ICAO and its Member States
announced, through the Summit on
Cyber Security in the Field of Civil
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Aviation, which was held by ICAO and
hosted by the United Arab Emiratesin
Dubai during the month of April 2017,
raising the challenges arising from
electronic threats against aviation to
several recommendations that lead
to building a robust civil aviation
system and ensure its efficiency and
sustainability, including cooperation
and exchanges between states
and other stakeholders, which is an
indispensable condition for preparing
an effective and coordinated global
framework to address cybersecurity
challenges in the field of civil aviation,
as well as the peaceful use of Internet
capabilities.

It also  together  with the
representatives of countries
and regional and international
organizations participating in
the Summit, emphasized on the
importance of protecting vital civil
aviation infrastructure  networks
and data against cyber threats,
and the urgency of this protection,
through many means, including the
implementation of cyber security
strategies in the field of civil aviation,
based on a common perspective,
at the global, regional and national
levels, increasing the resilience
of the global aviation network to
cyber threats that would undermine
the safety, security and efficiency
of civil aviation, and reaffirming
the prominent role of ICAO as the
highest-level forum for collaboratively
addressing aviation cybersecurity.

The ICAO Summit, which was untitled
Cyber Security in Civil Aviation and
was held in mid-2018 in Bucharest,
also allowed Europe, Africa and the
Middle Easttodomoreworkinthisfield.
The published statement suggests
the need to develop a coordinated
framework for cybersecurity in
the field of civil aviation, promote
regional cooperation and exchange
of information, and secure a global
strategy under the guidance and
auspices of ICAO.
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Electronic security and its impact on the civil aviation industry

Written by: Attia bin Saeed Al-
Zahrani

Kingdom of Saudi Arabia

The civil aviation sector is marked
by rapidly accelerating changes,
as it is evolving and growing at the
global level. It is also one of the most
dynamic vital and economic sectors
for States due to its link to economic
aspects and development. During the
past two decades, it has witnessed
a great leap in its commercial and
tourism uses, as well as a great
development of the infrastructure

through the establishment of
worldwide Airports designed and
built using artificial intelligence,
the tremendous development in air
navigation devices and systems
that achieve the highest standards
of safety and security in the flow of
air traffic, and the digitization of the
aviation system and its transformation
into a globally connected technical
system, which is progressing at a
rapid pace to increase the overall
production capacity.

States and Organizations have
perceived the importance  of
cybersecurity in the field of aviation,
and the prediction of an increase in
attacks on the cyber system of air
navigation, because we live in the
era of smart technology, computers
and the Internet dominating various
aspects of our lives, and given the
importance and sensitivity of the
civil aviation sector, the interest of
countries in this field has increased
in terms of the need of protecting civil
aviation from all risks and threats that
may affect its security and safety.
For this purpose cybersecurity of

electronic security was established.
It is based on a set of tools, policies,
security guarantees, guidelines and
risk management approaches to
protect the assets of organizations
from electronic threats. In that
light, specialized international,
regional and national bodies were
established, taking into account that
both cyber activities and aviation
are cross-border activities and that
an international framework must be
established to coordinate their action
and help address and protect this
sector from cyber threats or crimes,
especially after the technological
boom that occurred in information
and communication, which led to the
emergence of these serious threats
to the security and safety of aviation
at the global level, and the most
striking example is the cyberattack
carried out against Odessa airport
in Ukraine in 2017, which was seen
as a gauge indicating a new stage
of risks, which calls for the interest
of personnel in the field to work on
developing a mechanism to secure
the technological systems of the
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to be mitigated;

-Ensure that available scientific
data are constantly reviewed;

-Measures and procedures in
place to treat the response to any
case showing symptoms of the
disease to avoid danger to other
passengers.

-Passengers’  experience  in
honest and open interaction on
behalf of the authorities regarding
measures taken to mitigate risks
associated with COVID-19;

- Receive clear, detailed and
supportive information on civil
aviation safety measures, that
are adapted to various groups in
order to meet different needs;

- Obtaining realistic and scientific
guidance about one’s actions
to meet his own responsibility
related to the health and safety of
others.

Stakeholders

Coordination of actions at the
global and regional levels is
necessary to enhance public
confidence, especially the air
traveler, as stakeholders and
industry partners who represent
both international and regional
organizations, civil aviation
authorities, airlines, airport
operators and service providers
(ground handling, cleaning and
catering companies), public
health authorities and other
companies from various business
sectors that use air transport

frequently (management
consultants, tourism and
entertainment agencies etc.),

politicians and  policymakers
to ensure that their needs are
recognized by aviation authorities,
national regulatory bodies to take
advantage of industry expertise
as appropriate. All of these
parties should In cooperation with
the aviation sector, communicate
clearly and effectively with each
other to enhance travelers’
confidence and help people
understand how to contribute to
the safety of their travel journey.
They will also pursue strategies
and initiatives to implement the
aviation industry and strive to
achieve synergies whenever
possible to ensure the effective
and timely implementation of
recommendations and guidance
materials for the Council of

the International Civil Aviation
Organization ~ CART  working
group (CART).

Countries  providing  material

support to the civil aviation sector
in the current circumstances
iS necessary, especially since
the sharp decline in demand
for air transport, to which
travel restrictions are added,
has had multiple negative
effects, including pressures on
revenues and cash flows for all
stakeholders. Examples include,
but not Ilimited to, airlines,
airports, and air navigation as
well as service providers and
aircraft manufacturers. However,
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concerted efforts to address
the actual problems related to
the precautionary measures on
air travel are the guarantee of
the recovery of this sector and
support its role in achieving the
sustainable development goals.

Coordination and cooperation

The main objective of coordination
and cooperation activities is
to facilitate the exchange of
information and experiences,
including best practices,
challenges and lessons learned,
pbetween countries and regions.
It also aims to avoid duplication
of efforts between all aviation
stakeholders and to enhance
cooperation and synergy among
them whenever possible.

In this context, the civil aviation
authorities are invited to continue
holding regular meetings with
the International Civil Aviation
Organization at the level of the
General Secretariat and relevant
regional offices and with regional
and international organizations
and Member States to support
the exchange of information
on actions taken, experience,
best practices, challenges
encountered, and initiatives
implemented, successes, and
help required. This is in order
to unify positions and visions,
especially as we look forward to
holding a high-level international
conference on recovery in the
civil aviation sector, next October.



coordination (ICAO - ECAC -
LACAC - African Union ... etc.)

e Permanent and continuous
coordination with the civil aviation
authorities in the Arab member
states to coordinate positions and
efforts that support Arab carriers
operation.

e Encouraging Arab countries
to sign and join international
agreements and protocols that
would support the development of
legal frameworks that contribute
to the growth of the operation of
Arab carriers.

e FEncouraging the wuse of
international inter-transportation
means.

e Establishing an emergency plan
for the optimal use of the actual
achievements.

e FEnhancing cooperation and
integration between air carriers in
terms of training and employment.

Communication

The path to establishing a more
resilientaviationsystemisbasedon
comprehensive communication,
including the establishment of
close, transparent and continuous
communication  between  all
stakeholders, as well as towards
the public. Coordinated and clear
information and an emphasis on
safety, security and operational
integrity of aviation systems will
enhance compliance with actions
taken to reduce risks and help
develop resilience to crises while
addressing recovery and demand
growth.

International and

organizations,

regional
international
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civil aviation and public health
authorities, in cooperation with
the aviation sector, should
communicate clearly and
effectively to enhance travelers’
confidence and help people
understand how to contribute to
the safety of a traveler’s flight, and
digital platforms should be used
wherever  possible.

Since the beginning of the
outbreak of the new Corona
epidemic (COVID-19),theconcern
of all involved stakeholders,
regardless of the diversity of
their fields of specialization, is
to enhance public confidence
due to the proliferation of rumors
and the large number of news
that terrorize the latter. In light of
the skepticism and the decline
of confidence resulting from the
news related to «Corona», It was
necessary to think about ways to
restore the public’s confidence,
by highlighting reports of interest
and concern to the public,
and through more effective
communication based on clear
goals that are mainly reflected in:

- Ensuring the transfer of
relevant, consistent, accurate
and up-to-date information to all
stakeholders and states;

- Supporting the implementation
of the International Civil Aviation
Organization (ICAO) provisions,
recommendations, guidance
materials and the outputs of the
ICAO Council Working Group for
the recovery of the aviation sector
(CART) as approved by the ICAO
Council.

-Help get commitment at all levels.

These goals are likely to change
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through the evolution of the new
Corona epidemic (COVID-19),
with  the  development  of
measures taken by countries and
national and regional efforts to
limit its spread, as well as with the
recommendations received from
the World Health Organization.

A thorough understanding of
the role played by other, non-
aviation national organizations
such as public health authorities,
military authorities, customs and
immigration authorities as well as
establishing coordinationis critical
and fundamental to ensuring that
strategies are effectively and
smoothly implemented.

Moreover, preventive measures
must be consistent at all levels:
before the airport; at airport
facilities; Personnel and crew
interacting with passengers, on
board the aircraft, upon transit;
after the flight and upon arrival at
the destination.

Providing future travelers with
information about what needs to
be taken into account regarding
covid 19 symptoms is crucial,
as promotional materials must
ensure that passengers are not
only aware of the applicable
preventive health measures but
are also fully committed to them.

Enhancing traveler’'s confidence
in aviation is of utmost importance
and is the key to the recovery
of the sector. This confidence
consists in the following elements:

- Take effective and efficient
measures to protect passengers
and flight crew interacting with
passengers, allowing the health
risks associated with COVID-19
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cooperation and coordination
among member states. It has
undertaken several initiatives at
the level of civil aviation authorities
in these countries, as well as at
the level of the councils of Arab
transport  ministers,  tourism
ministers, and health ministers of
the League of Arab States, the
first of which was to take decisions
and actions that support airlines,
before the end of March 2020.

We have also suggested, from the
start, a global plan to restart and
restore air transport pursuing the
following goals:

- Reassuring passengers and
governments of the safety of air
transport;

- Prevent fragmentation of
health measures and their
negative impacts on operational
sustainability and travel
experience;

- Ensure an orderly return to
service of the air transport when
the travel restrictions end.

In order to achieve these goals,
two important axis must be
addressed in a continuous and
collaborative  manner:

1. Globally coordinated health
measures that ensure the
transmission of the virus is
mitigated while at the same time
reducing the compliance burden
on air transport passengers and
stakeholders.

2. Continuous risk assessment
and development of scenarios at
the national and regional levels,
to determine the resources and
infrastructure and their impact on
return to service.

The importance of
blocs

regional

Border closure accounts as one
of the precautionary measures
adopted by countries to confront
the outbreak of the new Corona
virus (COVID-19), which affected
the air transport sector, especially
for those countries among Arab
countries that are important
markets for air and tourism
activity. The air transport activity,
in the latter, was strongly affected
compared to other countries
operating within the framework of
regional blocs with an integrated
air transport market. An example
is the single European air transport
market, which represents more
than two-thirds of the total air traffic
of the European Union, and there
is the Association of Southeast
Asian Nations (ASEAN), where
the unified market for air transport
activity for this group constitutes
about 40% of the total traffic. In
many countries this led to the
idea of establishing regional
blocs in order to create similar
markets, including Latin America
and Africa. The latter is now
working to activate the unified
African air transport market,
which is a pioneering project
within the African Union’s agenda
2063. Its launch was given on the
sidelines of the 30th summit The
African Union, as this initiative
aims to establish a unified market
in the field of air transport in
Africa, and will provide about 9.8
million jobs within the year 2036,
with undeniable impact on the
gross domestic product, which
is expected to reach 159 billion
dollars within the same year.

Issue 48
September 2022 I

Arab countries, in turn, were
the first to establish the Arab
air transport market within the
framework of the Damascus
Agreement to liberalize airspace,
especially since the Arab world
occupies a strategic position
between Europe, Asia and Africa.
The Middle East and North
Africa region is today the fastest
growing region in the world in
terms of air transport, investing
huge amounts of money on
Airlines and airport infrastructure,
to keep this momentum, by giving
a strong impetus encouraging
Arab countries to lift operational
restrictions on the basis of a
bilateral approach and liberalizing
air transport services to reach a
unified market for air transport,
by:

e Expanding the signing,
joining and ratification of the
2004  multilateral  agreement
(the  Damascus  Agreement)
for the liberalization and its
implementation, including
economic rules and legal

guarantees, which would enable
Arab carriers to work with
expansion plans,

e Encouraging Arab countries to
sign, join, and ratify the amended
agreement for the “Exchanges
of Customs Tax and Duties
Exemptions on the Activities and
Equipment of Arab Air Carrier”
because of their benefits and
gains they represent for Arab Air
Carrier in terms of contribution
and support to the activities of
these carriers.

° Supporting continuous
cooperation  with  international
and regional organizations for



Program for the Prevention and
Management of Public Health
Events in International Aviation
(CAPSCA) issued by the General
Assembly of the International Civil
Aviation Organization at its fortieth
session, urging countries to take
measures, including membership
in the Collaborative Arrangement
Program for the Prevention and
Management of Public Health
Events in the Field of International
Aviation (CAPSCA), and work to
activate the recommendations
contained in the publications
and guidance materials issued
by ICAO, the World Health
Organization and the “CAPSCA «
program.

The global outbreak of the
Corona epidemic represented
an opportunity to mobilize all
components of the international
system to manage the crisis
first, and to develop a global
approach secondly, in which the
international civil aviation sector,
with all its components, including
civil aviation authorities, global
and regional organizations, as
well as the air transport industry
sector, was involved for the
recovery of the civil aviation
sector.

The Council’s Aviation Sector
Recovery Task Force (CART)
adopted from the outset basic
principles in its approach to
laying down measures to restore
air transport activity, including
the second principle, which
affirms that supporting the safe,
secure and sustainable recovery
of the global aviation sector is in
the best possible way. Through
an internationally coordinated
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approach that relies on working
as a single aviation team and
showing solidarity, and on the
need to integrate ICAO plans
and those of states, international
and regional organizations and
industry. Should national and
regional needs require different
approaches, States should
coordinate responses to the
greatest extent possible, in line
with ICAO standards, plans and
policies.

After preparing two packages
of recovery measures, the ICAO
Council adopted during its 222nd
sessionlastMarchthe third version
of these recommendations and
procedures, the most important
of which is standardizing health-
testing certification by countries
by issuing safe, reliable and
interoperable documentary
evidence internationally, and
encouraging aircraft  crews
to undergo vaccination. With
the possibility of exempting
crew members who have been
vaccinated or have a history
of infection with the COVID-19
virus confirmed by laboratory
testing programs, and proof
of vaccination in an approved
national registry provided that
countries issue a safe and globally
interoperable  guide.

As for public health corridors,
the latter are implemented
between countries based on
mutual recognition of public
health  mitigation =~ measures
implemented by each party on
one or more paths, with states
being encouraged to exchange
information through the ICAO
Public Health Corridor model.
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These corridors are the subject
of a stand-alone memorandum
of understanding due to their
exceptional and temporary
nature, and cannot be considered
an amendment to the air services
agreements or as a reason for
resuming future negotiations
on the latter. The inclusion of
a clause on registration with
the International Civil Aviation
Organization (with reference to
Article 83) is at the discretion of
the parties.

ICAO has developed an
application that provides a legal
and operational model framework
for the development of bilateral
or multilateral  arrangements
according to the needs of
each country and epidemic
situation. This application
facilitates the development of a
mutually recognized safety risk
management approach on the
pathways identified under this
arrangement.

This will help our countries to
reopen international flights again,
at a time when it is imperative
to bypass the constraints that
hinder the process of immunity
against Covid 19 virus through
the provision of vaccines.

Here, | would like to point out
that our region was the first
to emphasize the need for
consultation and coordination of
efforts to confront this crisis, under
the umbrella of the International
Civil Aviation Organization and
within the framework of the CART
Team. The Arab Civil Aviation
Organization, as a specialized
Arab Organization under the
Arab League, aims to strengthen
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Air transport resilience and efficiency through leadership and cooperation

Transport plays an essential role
in the development of nations by
loosening the isolation of regions,
and enhancing social and
economic exchanges through
people and goods movement
facilitation.  This  development
contributes in producing wealth
and employment opportunities,
whether in industry or in the
transportation infrastructure
system. Today, transport plays
an important part in achieving the
Sustainable Development Goals
set by the United Nations for 2030.

Air transport, which is an intrinsic
part of this system, is distinct
from other means of transport by
its speed, efficiency, regularity
and high level of safety, drawing
on international standards at
the institutional, organizational,
financial and technical levels.
However, if these basic principles
persist, the air transport system
is called to continuously adapt
to the international environment
developments.

During the past decades, the air
transport sector has recorded
great growth despite the impact
of the tragic events that the world
has known, such as the awakening
of  volcanoes, earthquakes,
tsunamis, epidemics, terrorist
acts, increased fuel prices,
financial and economic crises,
revolutions, and social movements
... that many countries have gone
through.

These events contributed to
the emergence of a new scene
characterized by:

eThe disappearance of major
airlines.

eStrengthening alliances between
traditional companies that are no
longer able to deal on their own
with the constraints of the market.

e The emergence of low-cost
airines and their increasing
dominance in the short and
medium term thanks to their
attractive  pricing  policy.

eThe emergence of a trend that
tends towards privatizing airport
and air navigation services.

eThe competition provided by
the liberalization policy practiced
by countries with a high share in
international air transport.

eEnvironmental protection
requirements.

e New restrictions related to
consumer  rights  protection.

elncreased security and safety
measures.

Thus, the air transport industry
showed maturity and great
ability to adapt to various risks
and succeeded in surviving
and reaching increasingly
large sectors of the population
thanks to lower prices and to
leveraging new information and
communication technologies.

The international civil aviation
framework designed to curb the
spread of epidemics

Today, as we face the
repercussions of the Coronavirus
epidemic, which has claimed the
lives of many people, and caused
unprecedented damage to our

societies and economies, the
first of which was the air transport
sector, werecallwhatour countries
have done believing that the
international civil aviation sector
can help create and maintain
friendship and understanding
between nations of the world
and its peoples, and in an effort
to promote cooperation among
them, have agreed on principles
and arrangements establishing
the provision of safe and orderly
international civil aviation, and the
establishment of an international
network of air transport.

Among the arrangements made
in this framework is the spread
of diseases prevention, as Article
14 of the Chicago Convention
affrms the consent of each
contracting state to take effective
measures to prevent the spread
of infectious diseases that the
contracting states decide to
commonly define from time to
time, and that, to this end, the
contracting states  maintain
continuity in close consultation
with  bodies concerned with
international regulations related
to health procedures that apply
to aircraft. This consultation shall
take place without prejudice to
the implementation of any existing
international agreement in this
regard, to which the contracting
states are parties.

Resolution No. 14-40 on mitigating
the spread of disease through
means including, inter alia,
aircraft disinfection, vector control
methods and the importance of
the Collaborative Arrangement



groups such as children, and
the dissemination of a culture of
privacy and cybersecurity.

eDevelop the legal framework
within which computer emergency
response and response teams
operate, and develop initiatives in
the area of «ethical piracy» and
overcome their difficulties.

e Develop frameworks, methods
and procedures for judicial
cooperation between Arab and
other States to avoid safe havens
for the commission of cybercrime;

e Harness and develop the skills
of «ethical piracy» through talent
competitions and hackatoons,
and the development of manuals
for local groups of researchers
involved in ethical piracy

ePromote public-private
partnerships in a cooperative and
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synergistic approach.

eSupport  Arab  cooperation
frameworks at the level of risk
management and cybercrime
based on a cooperative and
synergistic approach

eEncourage public
administrations, private
institutions and  associations

to develop codes of conduct
on cybersecurity and privacy
protection.

Components of the Operational
Plan

The operational plan relies on the
following key components:

Cybersecurity Governance in
the Arab Region

Given the structure of joint Arab
action within the framework of
the League of Arab States, and

The League of Arab States
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taking into consideration the
competence of each body and
organization, we propose the
establishmentofaregional council
or any regional framework. This
body shall manage, propose and
establish regional initiatives and
follow up their implementation,
particularly in the areas of
capacity development in the field
of cybersecurity, the development
of scientific research and the
adequacy of legislations on IT
safety and cybercrime. It shall
also develop and monitor the
development and dissemination
of regional indicators and
coordinate the preparations to
counter the growing crime and
cyber risks.

The Telecommunication
Ministers Council

The Justice Ministers Coun-
cil

The Interior Ministers
Council

The Arab Organization for
Communication and Infor-
mation Technologies

Arab Centre for Legal and
Judicial Research of the
League of Arab States

Naif Arab University for
Security Sciences
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Largely, there is a significant gap
between the technical or, if any,
information security disciplines
of university students and the
actual needs of the labor market.
One important step in providing
trained cadres to fill the severe
deficit between the needs of the
labor market and the number
of suitably qualified individuals
to fill these posts will be to
move towards the provision of
cybersecurity-related disciplines.
Large, well-trained numbers can
be provided in a short period of
time and at a small cost compared
to specialized training costs or
globally approved courses, which
usually cost up to a few thousand
dollars per course per trainee.

It is also possible on the one
hand, to

develop content based on the
preparation and  supervision
of selected academics and
professionals in order to produce
curricula at appropriate cost
to prepare generations of
cybersecurity  specialists  to
meet the

requirements of the labor market
in the Arab region. On the other
hand, to support scientific
research efforts in this important
area. With the exception of a
very limited number of Arab
universities, the vast majority
of them lack cybersecurity
specialties and perhaps some
relevant  subjects.

institutional
structures

Development of
administrative

One of the greatest problems and
challenges

facing most Arab States is the lack
of a definition of cybersecurity, as
well as where the responsibility for
securing information and systems
lies. IT responsibility may be the
responsibility of a single person
within an IT department institution
or task force, and in rare cases
cybersecurity departments
present and directly dependent
on senior management. The latter
model represents the global
best practices in this regard.
When it comes to developing a
common vision for Arab States on
cybersecurity, it is essential that
all State bodies and institutions
have an information security
department with clear and specific
tasks, as well as an administrative
structure in this department with
an appropriate job description
so that each organization has an
administration that secures all its
digital assets. This Department
and its staff are subject to
performance evaluation through
specific performance indicators
and are constantly developing
and improving. The Department
shall be under the management
of the highest authority within
the institution to support its
operational tools to activate
cybersecurity policies, tools and
controls.

The legal aspect

To give effect to the National
Cybersecurity Strategic
Vision in its legal aspect, the
following programs, actions and
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operational mechanisms shall be
implemented:

e Update and review the strategy
periodically in the light of changes
and rapid technical development,
and in the light

of the accumulation of experience
in the implementation of previous
strategies.

eUpdate of cybersecurity
legislation shall be guided by
the best legislative practices of
the world, taking into account

international and regional
conventions and legislations.
eEnsure that the legislative

reforms to be introduced are
palanced between addressing
risks and cybercrime and
protecting rights and freedoms,
in particular privacy and online
freedom of expression.

e Establish specialized units for
forensic officers to investigate
cybercrime.

e Encourage victims to report
cybercrime to gather information
and make remote reporting
available.

e Capacity building in drafting
cybersecurity laws and
regulations.

e Organize awareness-raising and
formative campaigns for judges,
judicial  officers, legislators,
lawyers and enforcement agents
involvedin countering cybercrime.

eOrganize awareness-
raising campaigns for citizens,
especially some targeted groups
for cybercrime or vulnerable



e NIST 53-800 r5 (Security and
Privacy Controls for Information
Systems

There are also many global
models that represent public
standards that are not linked to a
State, but can be used as public
references and accepted by all
the world>s specialists:

e CIS Controls - Top Critical
Controls

e |SO 27001 International
Standard for Information Security

Some Arab examples on this
context are the United Arab
Emirates, the Kingdom of Saudi
Arabia and Qatar, where they
have binding regulations over the
various business sectors in order
to achieve a minimum level of
State- level cybersecurity. They
are also established to develop
more specialized regulations in
each business sector, or more
robust ones, in accordance with
actual security requirements.

International
cooperation (joint Arab
cooperation)

The exchange of expertise and
technical information related to
the analysis of cyber- hacking
mechanisms and the attempt
to determine its source and
objectives is an important and
potentially useful outcome of
joint Arab cooperation. Access
to information and the timing of
access to information are crucial
in detecting or predicting cyber
accidents. They may also be
prevented or their effects to be
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reduced. The idea of cooperation
and exchange of information is
not new, and perhaps one of the
strongest examples is the North
Atlantic ~ Treaty = Organization
(NATO) model that created a
Centre of Excellence for Joint

Cyber Defense from NATO
member States. The Centre
includes specialists from 25

different States, monitors cyber
threats to any NATO State and
attempts to repel such attacks in
coordination with all concerned
States in order to prevent or
minimize their impact. In order to
be productive and effective, this
cooperation must cover the three
axes.

e People
¢ Policies, procedures and laws

e Possession of the appropriate
technologies

It is also possible to share some
technical information because
of this cooperation with the
relevant research centres in the
Arab States, thereby enhancing
their research capacity and
developing their tools in response
to cyberattacks.

Establishment and
development of national cyber
incident response centres

National Cyber Incident Response
Centres are the first line of defense
or units for early detection of
cyberattacks. They play an
important role in trying to identify
the sources and objectives of such
attacks and in trying to analyze
their methods of work and the
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gaps targeted by such attacks.
At the very least, there should be
at least one State-level Centre,
preferably coordination between
the Centre and similar centres,
which operate within a limited
scope at the level of a specific
institution or one of the ministries. It
is also recommended to establish
specialized centres at the level
of different business sectors,
such as health, communications,
critical infrastructure... There are
different types of requirements
from sector to sector and the
priorities, means and objectives
of cyberattacks vary from sector
to sector and from enterprise to
enterprise. The Cyber Incident
Response Centres are located in
many Arab States but vary in their
capabilities and potentials they
also lack mechanisms for joint
Arab cooperation and exchange
of experience and information. In
a number of States, there are no
such centres, which necessarily
requires an urgent plan to support
the establishment of their national
cyber response centres and
the training of their personnel.
Several international references
can be drawn upon in this regard,
notably the ITU releases on these
Centres, as well as the European
Union Agency for Cybersecurity
(ENISA), as well as the National
Institute  of Standards and
Technology of the United States
of America.

Link of academic studies to
labor market needs
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In that regard, it is important
to highlight the opportunities
for the required partnership
between the private and the
governmental sector. This could
promote investment in that area,
with a view to achieving many
objectives, not only supporting
research and development, but
also creating opportunities for
the development of solutions and
applications or processes that
support cybersecurity and enrich
the technology market in the Arab
States.

Training and awareness-raising

Any successful system is based
on three main axes (individuals
- regulations, policies and laws
- technology). In the area of
cybersecurity, human resources
are among the most important and
almost all-important components
of the system. Whatever the
ability of institutions and States
to possess highly sophisticated
techniques, the best possible
performance of such techniques
will continue to depend on the
capacity to operate and manage
them. Therein lies the critical
importance of cadre development
and human capacity building. It
should be noted that the world
is experiencing a significant
shortage of trained and qualified
personnel to secure thousands
of technologies in the business
sectors, such as: Education,
health, e-government services
and banking services of various
kinds, regulated by industrial
control and critical infrastructure
management networks, which

may be the most hazardous of
all, since tampering with the
settings of such networks or
illegal communication with them
may lead to complete paralysis of
institutions and even States.

In this regard, there are well-
known models and global
frameworks that can be relied
upon or even adopted as they
are for a vision of preparing
specialists in various areas of
cybersecurity. The most famous
model is the National Initiative for
Cybersecurity Education (NICE)
developed by the American
National Institute of Standards
and Technology (NIST). This
framework defines a number of
workers in cybersecurity and sets
out for each function a type of
job description in addition to the
capabilities and skills required for
the job. Thus, enabling to develop
specialized training programs for
the preparation of specialists from
various cybersecurity branches,
such as a clear path to developing
the capabilities of workers in
this field from the earliest to the
most advanced levels. Perhaps
the best Arab initiatives in this
context is the Saudi Arabia-s so-
called: The “Saudi initiative for
cybersecurity cadres (swords).»

While we are talking about the
human factor as one of the most
important factors supporting the
success of the cybersecurity
system, it does not stand within
the limits of specialists and
cybersecurity officials, but rather
extends to every individual in the
institution. It is very likely that an
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enterprise will be fully targeted by
any employee or affiliate, or even
by any individual who has dealt
with it, such as suppliers, clients,
partners and any other institution
associated with the target to be
breached. Hence cybersecurity
awareness as a critical factor, as
we always stand that the weakest
link in the information security
chain is the human factor.

All  global standards dealing
with information security require
awareness-raising programs for
staff or users of technological
systems in general, including but
not limited to:

e PCl| — Payment Card Industry
Standard

* GDPR — General Data Protection
Regulation

e |SO 27001 International
Standard for Information Security

Security Standards

The
cybersecurity

adoption  of  specific
standards  as
a minimum for technological
security controls is important.
Many States in the world have
developed binding standards and
controls to achieve a minimum
level of cybersecurity objectives,
which would be enhanced but
cannot be removed without them.
One of the most famous global
models

in this regard is that of the United
States of America.

e FIPS Federal Information
Processing Standards

e CC Common Criteria



cybersecurity legislation

e The importance of Arab
initiatives in bringing Arab national
legislation closer together and
developing joint action in the area
of cybersecurity

* Most Arab States rely on the best
legislative practices of the world
to develop either the strategy
or the national cybersecurity
legislations.

e Value the role of initiatives of
global international and Arab
organizations in  developing
effective national strategies and
legislations.

- Outlines of the Operational
Plan

Development and
implementation of a National
Cybersecurity Strategy

The Arab States lack National
cybersecurity  strategy, which
reflects the lack of a clear or
far- reaching view of cyber risks
and the strategic objectives to
be achieved. The development
of a strategy for cybersecurity is
the first step towards achieving
a secure digital space for any
institution or State. Undoubtedly,
the path of this strategy begins
after each State has defined
its own vision and message
regarding the  management
of the cybersecurity and the
impact of its risks. One of the
most important and best global
references in this regard is the
International Telecommunication
Union “GUIDE TO DEVELOPING
A NATIONAL CYBERSECURITY
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STRATEGY .”

Once the vision and the message
had been defined, the analysis of
the gap between the gap and the
desired situation should begin to
be completed, and the strategy
should then be developedto serve
as the road map towards moving
to the desired situation. The
cybersecurity strategy must be
implemented within a framework
of institutional governance that
ensures that risks are reduced
and resources are well exploited,
that initiatives and projects are
in line with the objectives to
deliver expected outputs, and
those Indexes for measuring
performance are developed at all
stages.

A global cybersecurity framework
is also strongly recommended,
representing the best global
practices for managing this
important topic. One of the
best known models is the
Cybersecurity Framework
NIST , which operates on five
parallel hubs in order to have full
cybersecurity capabilities, which
are:

1- Identify the digital assets and
the associatedrisks

2- Protect and Secure

3-Detect cybersecurity events

4-Respond  to  cybersecurity
incidents
5-Recover from cybersecurity
incidents

It should be noted that the
Framework is a general framework
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that can be used anywhere and
in any of the different business
sectors. It is not linked to specific
technology, but is compatible
and integrated with a very large
number of the most popular
global standards and frameworks
associated with cybersecurity.
The implementation of this
framework shall be linked to the
existence of several mechanisms,
including, but not limited to:

e Mechanism for determining
the critical digital assets of an
enterprise

e Mechanism for risk assessment

e Mechanism for
impact on

assessing
businesses

e Mechanism to
the principle of
improvement

support
continuous

Supporting research and

development

One of the most important factors
and axes supporting tangible
success in possessing cyber
capabilities, whether in defense
or cyberattack, is research
and development. The level of
success in achieving the required
capabilities is linked to the volume

of expenditure and logistical
support available to research
and development operators,

whose branches and disciplines
are very numerous, for example
(cloud computing e mobile
phones systems - systems and
virtual applications - embedded
systems and Internet of Things
applications).
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The Arab Cybersecurity Strategic Vision

Statement of
Vision

the Strategic

Towards a safe, integrated
Arab society integrated into the
global digital economy and self-
sufficient solutions and expertise
supporting digital confidence and
protector of Arab cyberspace

e GSafe Arab Society: By
strengthening the sense of
safety of all members of the

Arab community and providing
the objective conditions and
requirements of cybersecurity;

e Comprehensive: Inclusive and
dependent on interaction of all
stakeholders.

e |[ntegrated into the global
digital economy: By formulating
the necessary regulatory and
technical safety measures
against potential harms in the
light of adopted international
standards and best practices and
clear guidelines through which
companies and economic actors
can safely develop new and
innovative digital products and
services to be part of the digital
economy.

e Self-sufficient solutions provider:
Through the development of
incentive strategies for solutions
developers in the Arab region to
produce tools and programs for
homemade IT safety;

e Digitaltrust supporting expertise:
Through the development of
qualified educational and training

programs for Arab cadres and
officers in all areas supporting
digital trust;

eArab cyberspace/digital
protector: The ultimate strategic
objective is to protect Arab
regional and national cyberspace.

Qualitative Objectives of the
Vision

With regard to the serious
challenges and risks facing
the Arab region that have been
intensified by the «extraordinary»
global health crisis of 2020, this
vision aims at:

eCreating participatory
mechanisms by taking advantage
of the region>s cybersecurity
market

eDeveloping the capacity
of  cybersecurity  specialists,
encouraging professionals and
students to get involved, building
capacity and developing an
integrated cybersecurity training
system.

® I[ncrease community awareness
of cybersecurity and Internet-
related risks, promoting safe
digital practices and encouraging
institutions  to spread cyber
awareness  effectively.

eOrganizing competitions that
support cybersecurity excellence
through Arab award programs,
encouraging institutions to launch
cybersecurity programs, inspiring
entrepreneurs to innovate in
the field, supporting creative

research in academic institutions
and encouraging students to be
involved in cybersecurity;

e Regulating the cybersecurity
incident detection and reporting
mechanism.

e FEstablishing a standardized
methodology  for  assessing
the degree of gravity of cyber
incidents to provide appropriate
support.

e Building Arab capacities at a
global level to respond to all types
of cyber accidents

e Designing a comprehensive
legal and regulatory framework
for cybersecurity to address all
types of cybercrimes, building
a regulatory framework to
protect current and emerging
technologies, and developing
supportive systems to empower
small and medium-sized
enterprises and protect them from
cyber threats

Mechanisms and components
of the Vision development

By defining the realities and
challenges of cybersecurity in
the Arab States, we can consider
some achievements that could
form the basis of the strategic
vision:

e The trend of many Arab States
towards adopting a national
cybersecurity strategy

e The trend of many Arab States
towards the adoption of general
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The International Civil Aviation Organization’s General Assembly
will convene its 41st session.

THE 4157 ICAO TRIENNIAL ASSEMBLY
RECONNECTING THE WORLD

The forty-first session of the General Assembly of the
International Civil Aviation Organization (ICAO) was
held at the ICAO headquarters from 27 September
to 7 October 2022, with 2,540 representatives from
184 member States and 56 international and regional
organizations in attendance.

During this session, the States were briefed on
the developments that the civil aviation sector has
experienced since its previous session, especially
since this session was marked by the fact that we
are still living with the repercussions of the Covid-19
pandemic and the Russian-Ukrainian war, as well as
the increase in natural disasters caused by climate
change.

The discussion on the working papers presented
to all States resulted in amendments to previous
General Assembly resolutions, the adoption of
new resolutions, the International Civil Aviation
Organization’s work programme and plans for the
period 2023-2025, and the election of the States
members of the Council that will oversee the
implementation of these programmes and plans,
including the Kingdom of Saudi Arabia, the Arab
Republic of Egypt, the United Arab Emirates,
the State of Qatar, and the Islamic Republic of
Mauritania.

Environmental protection was also one of the

most prominent subjects of serious concern to the
General Assembly, where amendments to previous
resolutions were adopted, mainly reflecting the
determination of the baseline for the Carbon
Offsetting and Reduction Scheme for International
Aviation (CORSIA) and the use of sectoral
and individual growth factors to calculate the
compensation requirements of the aircraft operator.
The baseline was set at 85% of 2019 emissions
starting in 2024, with a methodology and timetable
for periodic reviews of the CORSIA program.

In its resolution, the General Assembly stressed that
market-based measures should not be applied in a
dual manner and that carbon dioxide emissions from
civil aviation should be accounted for only once.

The industry praised the decisions, saying that
Carbon Offsetting and Reduction Scheme for
International Aviation (CORSIA) will contribute to
cost-effectiveness and expand actions that include
technology, processes and infrastructure.

The Council of the International Civil Aviation
Organization elected at this session will follow up
on the implementation of all the resolutions of the
General Assembly, especially those related to the
CORSIA programme, in accordance with the phases
specified at its thirty-ninth session, which will last
until 2035.
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The ceremony of handing over the civil aviation dictionary
President of the Council and Secretary General of the International Aviation
Organization

His Excellency Captain Haitham Mesto, Chairman
of the Board of Commissioners of the Civil Aviation
Regulatory Commission of the Hashemite Kingdom of
Jordan and Chairman of the Executive Council of the
Arab Civil Aviation Organization, handed over a copy
of the Civil Aviation Dictionary prepared by the latter to
His Excellency Mr sciacchitano Salvatore the President
of the ICAO Council and to His Excellency Mr. Carlos
Salazar Secretary General, at the headquarters of the
Civil Aviation Organization on Thursday, October 6, 2022.

The handover ceremony was attended by Mr. Abdennebi
Manar, Director-General of the Arab Civil Aviation
Organization, Mr. Mohammed AbuBakr Al-Farea,
Regional Director of ICAO’s Middle East Office, and Mr.
AlfredDechu, Assistant Director of Language Services
and Publications.

On this occasion, His Excellency the President of the
Executive Council of the Arab Civil Aviation Organization
delivered a speech in which he mentioned the decisions
of the International Civil Aviation Organization (ICAO)
during its general assemblies in its previous sessions to
adopt the Arabic language as an official language and
expand the scope of its use in its activities, as is the case
for the five languages adopted by it: English, French,
Spanish and Russian and Chinese.

He pointed out that in support of this noble work of ICAQO,
the Arab Civil Aviation Organization decided to issue
a unified dictionary of civil aviation terms in the three
languages: Arabic, French and English, in cooperation
with the Arab Organization for Education, Culture and
Science (ALECSO), in implementation of the directives of
the General Secretariat of the League of Arab States.

The preparation of this dictionary, which includes
1961 terms in the field of aviation, was supervised by
a group of experts in the field in addition to linguists
and lexicographers for Education, Science and Culture
(Arabization Coordination Office in Rabat), for more than
a year to select and translate terms before the work
was presented to reviewing experts from the Kingdom
of Saudi Arabia, the Hashemite Kingdom of Jordan,
the Republic of Lebanon and the Republic of Sudan, in
addition to the experts of the two organizations, linguists
and lexicographers.

For his part, His Excellency the President of the Council
of the International Civil Aviation Organization praised
this achievement, which will contribute to strengthening
translation services, especially those provided by the
Arab Department of the International Civil Aviation
Organization.
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Aviation Security Project Steering Committee meeting
for Africa the Middle East and Asia

At the invitation of the European Commission
and the European Civil Aviation Conference, the
Arab Civil Aviation Organization participated
in the second meeting of the Aviation Security
Project Management Group for Africa, the
Middle East and Asia (CASE Il) on September
19, 2022 in Brussels.

Representatives of member states of the
European Civil Aviation Conference and of
international and regional organizations,
including the Arab Organization and the African
Civil Aviation Commission, participated in this
meeting.

This meeting was opened by the representative
of the European Commission with a welcoming
speech in which she addressed the challenges
facing air transport activity globally and
regionally, and the importance of coordination
and cooperation to ensure its security and
safety by implementing joint programs in
terms of strengthening laws and procedures
and building capacities for workers in the civil
aviation sector.

The implementation of the aforementioned
aviation security project formed the main focus
of the discussions in the meeting, where the
director of the CASE Il project presented what
has been accomplished during the last three

years and what is programmed in the future,
and provided accurate data on the activities
and the number of beneficiaries, as well as the
budget that was monitored for them.

On this occasion, the Director General of the
Arab Civil Aviation Organization gave a detailed
presentation on the importance of this project,
which falls within the framework of strengthening
cooperation and partnership with international
and regional organizations as one of the main
objectives of the strategy adopted by the
Organization’s General Assembly at its twenty-
sixth session.

He also noted the advantages that this project
brought compared to the previous project
(CASE 1) in terms of expanding the use of its
activities, flexibility in implementation and
adopting the possibility of developing training
using electronic platforms prepared for this
purpose, citing the activities organized in 2021
and 2022. His Excellency also suggested
organizing national and regional activities,
including training courses and seminars, during
the last quarter of this year, as well as during
2023, with the aim of strengthening the civil
aviation system in the Arab countries.
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The Arab Civil Aviation Organization and ALECSO issue the Unified Dictionary of
Civil Aviation Terms (Arabic, French, English)
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The cooperation between the Arab Civil Aviation
Organization and the Arab Educational, Cultural and
Scientific Organization and its competent body, the
Arabization Coordination Office in Rabat, resulted in
the issuance of the unified dictionary of civil aviation
terms; In a statement to Abdel-Fattah Al-Hejoumri,
director of the office, he said that the issuance of
this dictionary in which the prepared team relied
on many previous dictionaries and added to them
the latest terms in this field after reviewing a group
of references, dictionaries and dictionaries, and on
the reports of some international organizations to find
out all concepts and terms And expressions related
to the civil aviation and air navigation sector, adding
that it has been taken into account in controlling the
concepts and terms pairing between the international
dimension and the Arab dimension within the
framework of the development of aviation systems
across the world.

The spokesman added that the field of aviation and
air navigation is characterized by the presence of
many specialized dictionaries that help professionals

and researchers in the Arab world to master the
appropriate term when used and carry out research.
Therefore, the preparing team realized the importance
of developing a specialized lexical tool for several
considerations, most notably by Abdel Fattah Al-
Hejoumri as follows:

Allow researchers in the Arab world to keep abreast
of developments in the navigation and civil aviation
sector.

Determining the contents of the use of the term related
to aviation in general and reaching an understanding
between the owners of this specialization, and the
use of a common language among them.

Abdel-Fattah Al-Hejoumri mentioned the scientific
symposium in which many experts participated in
order to ratify and evaluate the lexicon, in which:
Eng. Abdennebi Manar (Director General of the Arab
Civil Aviation Organization) - Eng. Hicham Bennani
(Safety and Navigation Engineer at the Arab Civil
Aviation Organization) - Eng. Adel Bouloutar (Security
and Environment Engineer at the Arab Civil Aviation
Organization) - Eng. Abdel Ghafour Awad Abdel
Sadig Fadl Al Mawla (Director of the Agreements and
Facilitations Department at the Civil Aviation Authority
- Sudan) - Eng. Murad Muhammad Al-Marei (Director
of Training at the Civil Aviation Regulatory Authority -
Jordan) M. Jabbar Saeed Al-Maawi (Director of Basic
Training at the General Authority of Civil Aviation
- Saudi Arabia) - Eng. Mark Gerges Nasr (Head of
the Facilities Maintenance Department at the General
Directorate of Civil Aviation - Lebanon) - Eng. Saleh
bin Ahmed Al-Jutaili (inspection specialist), and
members of the team supervising the preparation:
- a. Iman Al-Nasr (Supervisor of the Terminological
and Lexical Research Unit in the office) - Prof. Lina
Mellouli Idrissi (translator and expert in the Bureau’s
Terminology and Lexical Research Unit) - Eng. Idris
Al Qasimi (Supervisor of Terminology Bank in the
office) - Prof. Ibrahim bennadi (Communication and
Media Officer / Coordinator of the Expert Review
Committee) - Prof. Faisal Benslimane (Administrative
and Financial Affairs Officer at the Civil Aviation
Organization).

The dictionary includes 1961 terms in the three
languages, accompanied by the necessary
definitions, and an index in Arabic and English, and
is located on 440 pages.
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A coordination meeting between the Arab Civil Aviation Organization and
similar regional organizations for Africa Europe and Latin America

His Excellency Eng. Abdennebi Manar, Director-
General of the Arab Civil Aviation Organization,
held, on Monday, September 5, 2022, a meeting
with the secretaries-general of the African
Commission, the European Conference and
the Latin American Civil Aviation Commission,
centered on coordination to participate in the
41st General Assembly of the International Civil
Aviation Organization, which will be held In
Canada from September 26 to October 7, 2022.

At the meeting held on the sidelines of the
joint regional symposium on «Innovation and
Cyber Security» organized in Marrakesh from
5-7 September 2022, it was agreed to conduct
continuous coordination regarding proposals
and working papers to be presented at the
ICAO Assembly, and on topics in general.
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His Excellency Eng. Abdennebi Manar participates in the work of the 110th
session of the Economic and Social Council at the level of Ministers of Finance
Economy and Trade

His Excellency Eng. Abdennebi Manar, Director
General of the Arab Civil Aviation Organization,
participated in the work of the 110th session of the
Economic and Social Council at the level of Ministers
of Finance, Economy and Trade, in order to approve
the draft decisions issued by the recommendations of
the meeting of senior officials and the two social and
economic committees. Including the economic and
social file of the Arab Summit at its thirty-first session in
Algeria; a report on the follow-up to the implementation
of the decisions of the fourth session of the Arab
Development Summit: Economic and Social in Beirut
2019; And preparations for the fifth Arab Development
Summit in the Islamic Republic of Mauritania 2023.

A clause on aid for trade was also examined; A report
on the follow-up to the work of the 110th session of the
Economic and Social Council, especially the issue of
the Arab Free Trade Area and the developments of the
Arab Customs Union, as well as the issue of investment
in Arab countries; conducting a study on the problem
of the informal economy in the Arab countries; An item
on the Agreement Regulating Maritime Transport of
Passengers and Goods between Arab Countries; As
well as periodic economic issues, including support for
the Palestinian economy, the unified Arab economic
report 2022, and the Arab food security report for the
year 2021.

Also, the report and recommendations of the 31st
meeting of the Committee of Organizations for

Coordination and Follow-up of the
Economic and Social Council was
approved, through which issues related
to specialized Arab organizations were
approved, especially the proposed
budgets for the years 2023-2024.

In her opening speech, Ambassador
Abu-Ghazaleh, Assistant Secretary-
General for Social Affairs, stressed
that this session is being held at an
important stage that the countries of the
world are going through in the context of
recovering from the Covid-19 pandemic,
as well as in light of the repercussions
of the Russian-Ukrainian war, and that
the effects on some Arab countries It
came doubly due to its already difficult
conditions, and the repercussions on it
increased many difficulties, especially
for the least developed countries, and those facing
challenges and conflicts.

She also added that all these and other matters
require new interventions that take into account
these challenges and enhance Arab efforts aimed at
recovering from Covid-19, and moving forward with the
implementation of the 2030 sustainable development
plan.

Ambassador Abu-Ghazaleh pointed out that the draft
agenda of the 110th session of the Economic and
Social Council comes to support these trends and
achieve the higher interest of the Arab citizen in all
its categories, and by focusing on ensuring a decent
life for the vulnerable groups in society, and at the
same time enabling the preparation of Arab cadres
capable of facing challenges and keeping pace with
the successive developments around it, in a way that
confirms the value and position of the Arab region
among the regions of the world.

It is worth mentioning that this session was marked by
the handing over of the presidency from His Excellency
the Minister of Trade and Industry of the Arab Republic
of Egypt, Chairman of the previous session, to His
Excellency the Ambassador of the Kingdom of
Morocco, Permanent Representative to the League of
Arab States, President of the current session.
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ALECSO and the Arab Civil Aviation Organization hold a scientific symposium on
the project: The Unified Dictionary of Civil Aviation Terminology

ibrahim benna...
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The Arab Civil Aviation Organization and the Arab
Educational, Cultural and Scientific Organization
(ALECSO) held Wednesday, August 3, 2022, a
scientific symposium to unify the project of the
Standardized Dictionary of Civil Aviation Terms, in
the presence of His Excellency Eng. Abdennebi
Manar, Director General of the Arab Civil Aviation
Organization and Dr abdelfattah hajemri, Director
of the Arabization Coordination Office in Rabat
under the Arab Organization for Education, culture
and Science and with the valuable participation of
expert reviewers of the glossary from the Kingdom
of Saudi Arabia, the Hashemite Kingdom of
Jordan, the Lebanese Republic, the Republic of
Sudan and the Kingdom of Morocco, in addition
to a group of experts from the two organizations.

During the opening of the symposium, His
Excellency Eng. Manar welcomed the participants
and thanked them for their noble efforts to produce
a glossary of civil aviation terms in Arabic, French
and English. He praised the work done and called
on experts and interested parties to continue
enriching and updating the dictionary with the
necessary and updated terms in the field.

For his part, Dr. Abdelfattah hajemri conveyed

the greetings and
appreciation of His
Excellency the Director-
General of ALECSO Prof.
Dr. Mohamed Ould Amar
to all the participants in
this  scientific  meeting,
noting the importance
of cooperation between

the two  organizations
and their aspiration
to implement similar

projects that respond in
essence to Article Eleven
of the Cultural Treaty as
approved by the Council of
the League of Arab States
in 1945, and the provisions
of the Charter of Cultural
Unity, which was approved
by the League’s Council in 1964, in order to strive
to unify scientific and civilizational terminology
and support the translation and Arabization
movement.

During the symposium, many technical terms were
discussed, and experts exchanged opinions, and
the appropriate ones were finally chosen.

It is worth mentioning that the preparation of
the draft unified dictionary of civil aviation terms
draws on a number of previous dictionaries and
added to them new terms after the preparation
and coordination team reviewed a set of sources,
references, glossaries and dictionaries, including
the reports of some international organizations to
find out all the terms related to the aviation and
air navigation sector, taking into account both the
international and the Arab dimension within the
framework of the development of aviation systems
worldwide.

At the conclusion of the symposium, experts
recommended printing the glossary and making
it available to interested parties and researchers.
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The Arab Civil Aviation Organization participates in the meeting of the 31st
session of the Committee of Organizations for Coordination and Follow-up of
the Economic and Social Council
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The General Administration of the Arab Civil
Aviation Organization, headed by His Excellency
Eng. Abdel Nabi Manar, Director General of the
Organization, and the membership of Mr. Faisal
bin Suleiman, Head of the Administrative and
Financial Affairs Department, and Mr. Omar
Babaker chenibo, Head of the Internal Control
Unit, participated in the meeting of the 31st
session The Committee of Organizations for
Coordination and Follow-up of the Economic and
Social Council, which was held during the period
from 24 to 28 July 2022 in Alexandria, hosted by
the Arab Academy for Science, Technology and
Maritime Transport.

The session was marked by the participation of
the representatives of the Arab member states
and the general directors of the specialized
Arab organizations, which was inaugurated by
the speech of His Excellency Dr. Muhammad
Khair Abdel Qader, Director of the Department of
Arab Organizations and Federations at the Arab
League, during which he welcomed the attendees
and congratulated everyone on the approaching
of the new Hijri year, and he also congratulated

The Arab Republic of Egypt commemorates July
23, stressing the importance of the meeting,
explaining that this committee plays an important
role in enhancing coordination, cooperation and
exchange of experiences between the General
Secretariat of the Arab League and joint Arab
action organizations and institutions to increase
the effectiveness of joint Arab action.

This session was known to discuss the plans and
budgets of the specialized Arab organizations
for the years 2023-2024, the reports of the
administrative financial control bodies, the final
accounts, andthe achievementsreports ofthe Arab
organizations for the year 2021. The Arab League
in the budgets of specialized Arab organizations,
and the periodic report on the participation of the
General Secretariat of the League of Arab States
in the meetings of specialized Arab organizations.

It should be noted that the recommendations of
the meeting will be submitted to the Economic and
Social Council at its next session, scheduled to be
held in the first week of next September 2022.
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Organizing the Air Passenger Rights Protection Course

Under the patronage of His Excellency the
Minister of Civil Aviation in the Arab Republic of
Egypt, Dr. Eng. Ashraf Noeir, President of the Civil
Aviation Authority in the Arab Republic of Egypt,
inaugurated the Air Passenger Rights Protection
Course organized by the Arab Civil Aviation
Organization during the period from July 24-28,
2022. This was presented by Mr. Khaled Mohamed
Antar, an air transport expert in the organization,
supervising the course, and on behalf of Mr.
Eng. Abdennebi Manar, Director General of the
organization, thanks to His Excellency the Minister
of Civil Aviation and Dr. Engineer, Head of the Civil
Aviation Authority in the Arab Republic of Egypt
for hosting these courses in the Arab Republic of
Egypt and for providing support to the Arab Civil
Aviation Organization.

In his speech during the opening of the training
course, Dr. Engineer Ashraf Noeir stressed that this
course comes within the framework of the Ministry
of Aviation’s strategy, which aims to enhance
cooperation with regional and international
organizations, exchange experiences and train the
human element, stressing the ministry’s interest

A

in hosting the Arab Air Organization courses in
a way that contributes to spreading awareness.
And culture with regard to the rights of the air
passenger, as well as familiarizing the trainees
with the international laws and agreements in
force in this framework.

This session witnessed the participation of
representatives from the Hashemite Kingdom of
Jordan, the Kingdom of Bahrain; The Kingdom
of Saudi Arabia and the Arab Republic of Egypt,
and their frameworks are Prof. Dr. Essam Abdel-
Maaboud, Professor of International Commercial
Law at Cairo University.

The course aimed to raise the training capabilities
of civil aviation authorities in the field of air
passenger rights, in addition to familiarizing
the trainees with the laws, regulations and
special regulations related to the rights of the air
passenger, which ensure the protection of the
rights of the passenger, starting from his contact
with the airline and reservation of the ticket until his
arrival at the final destination, as well as defining
special obligations with passengers.



Activities of the Organization

Issue 48
September 2022 I

Organizing the first Arab Forum for the Protection
of the Environment in the Field of International Civil Aviation

stephane MORIN

The Arab Civil Aviation Organization and the
Arab Air Carriers Organization organized the first
Arab Forum for the Protection of the Environment
in the Field of International Civil Aviation under
the slogan «An environment-friendly Arab sky»,
through video communication technology, during
the period from 4 to 6 July 2022.

This forum witnessed the participation of 240
representatives and delegates of the member
states of the organization (aviation authorities,
airport authorities, and airlines), experts from
countries, international and regional organizations,
the aviation industry, universities and scientific
research centres (the American Aviation
Administration, the British transport sector, the
Arab Civil Aviation Organization, and International
Civil Aviation Organization, European Civil Aviation
Conference, African Civil Aviation Commission,
Arab Air Transport Association, International
Air Transport Association, Khalifa University of
Science, Gulf Carbon Footprint Centre, Airports
International Council Europe, Airbus,...).

Duringthisforum, the mostimportantdevelopments

related to environmental
protection were studied,
through  presentations
made by a few experts
or through dialogue
sessions during which
representatives of
countries, international
and regional
organizations and
the aviation industry
presented their views
on some related topics.
Such as jet fuel and
the national program
to reduce emissions,
green airports, noise
and local air quality.

ELHAM Alrawas...

ELHAM Al

The Trustees, Directors,
and the general
public of participating international and regional
organizations presented environmental priorities
and their view on setting an ambitious long-
term global goal, international cooperation and
capacity building. The participants in this forum
adopted several recommendations with a view
to strengthening international efforts to protect
the environment in the field of international civil
aviation.

During his closing speech, His Excellency
the Director General of the Arab Civil Aviation
Organization  affrmed  the  organization’s
readiness to download these recommendations
through the Environment Committee and within
the framework of cooperation programs with
international and regional organizations. His
Excellency also stressed the organization of this
meeting periodically to be a forum in which the
commitment of Arab countries and the Arab Civil
Aviation Organization to protect the environment
is renewed.
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The Arab Civil Aviation Organization and the Civil Aviation Authority of
Singapore organize a training course on «licensing of workers for the benefit of
civil aviation authorities»

Within the framework of cooperation in the
capacity-building project, the Arab Civil Aviation
Organization and the Singapore Civil Aviation
Authority jointly organized a training course
on “Permissions and Licensing of Workers for
Civil Aviation Authorities” in Rabat, Morocco,
during the period 27 June - 1 July 2022, with the
participation of 17 frameworks, from Workers or
auditorsinthefield of PEL licensing and licensing
operations, or flight operations inspectors as
well as air navigation inspectors.

The course was framed by Mr. Alan Tang, a
trainer at the Singapore Aviation Academy,
moderated by Mr. Hicham Bennani, a safety
expert at the Arab Civil Aviation Organization,
and Mr. Bala Balani from the Singapore Civil
Aviation Authority.
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The second edition of the regional symposium On innovation and cybersecurity
Speech of HE Ms. Adefunke Adeyem - Secretary General of African Civil Aviation Commission.

Allow me first to express our deepest
gratitude as the African Civil
Aviation Commission (CAFAC) to
the Government of Morocco that has
spared no effortto ensure the success
of this Seminar in Marrakech, one of
the largest and oldest cities in all of
Morocco. This city embodies the rich
culture of this country, with its long
and unraveled ancient history dating
back to thousands of years of human
endeavor and search for purpose.

Let me take this opportunity as
cohost to welcome you to Marrakesh
and to express my pleasure at
seeing so many of you today for this
second Interregional Seminar ECAC-
TSA-ACAO-AFCAC «Innovation &
Cybersecurity».

We are as AFCAC equally pleased
to acknowledge the contributions
made by the Arab Civil Aviation
Organization in organizing this
seminar, taking the center role, to
enable us as partner stakeholders
(ECAC-TSA-ACAO-AFCAC) to use
our collective strength and resources
to conduct this Workshop jointly.

I would therefore also like to express
my sincere gratitude to the European
Civil Aviation Conference (ECAC)
continued and selfless sustained
efforts, as the implementing body
for the Case project to strengthen
civil aviation security in Africa and
the Arabian Peninsula (CASE). This
Project has and continues to assist
member States of AFCAC since
its inception and | would like to
extend my sincere appreciation to
the management team of the CASE
Project.

| would like also to thank TSA for
their wonderful collaborating with us
in this seminar and recognize the
role, which TSA is playing in Africa
in order to support our activities
and programs. AFCAC is already
organizing, under U.S Department
of State’s Anti-terrorism Assistance
(ATA)  Program, joint training
courses to reduce vulnerabilities,
establish security programs, and
develop robust oversight of security
operations and foster leadership at
airports.

It would be equally remiss of me to
not take this opportunity to express
our appreciation to our Facilitators,
Moderators and Speakers who will
share with us their experience during
the next three days and impart to
you as participants their knowledge-
know and skills-sets to enrich you
and different organizations you work
for.

We all understand the importance
of technology and innovation in
our day-to-day lives and the ways
in which they are transforming the
world. Innovation is rapidly changing

many industries and  aviation
is no exception, with the latest
developments.

Technical innovations abound

in aviation both commercial and
general, from radical technologies
like hydrogen, hybrid and electric, to
the rapid and varied development of
dronesandelectric poweredflightwith
multiple uses already well underway.
Commercial drones are beginning to
perform tasks traditionally fulfilled by
light aircraft and helicopters, such
as surveying pipelines and power
lines, search and rescue and crop
spraying. Innovation is also changing
the passenger and light aircraft
market, with the emergence of small
autonomous passenger vehicles and
electric aircraft.

However, experience shows that
innovation can have unexpected
consequences. Repairs to composite
materials and modern jet engines, for
example, are more complicated and
expensive to carry out. Innovation
can also result in large product
liability and business interruption as
we have seen occur over the past

few years.

As a result and consequence of
innovation and rapid aviation growth,
aviation  security is  constantly
changing. The sustainability of
aviation security is crucial. Therefore,
CAAs, airlines and airports must
remain agile in response by
continually assessing the threat
landscape and exploring innovative,
yet cost-effective  solutions, to
mitigate wide-ranging threats and
make smarter use of technology
to create capacity, raise efficiency
and even possibly design different
concepts of operations for the future.

| believe during this seminar, you
will be discussing new technologies
and concepts in aviation security,
the specific types of threats and the
current challenges affecting rapid
development and possible solutions.

As we all know, the global aviation
system is one of the most complex
and integrated systems of information
and communications technology
(ICT) in the world. It includes among
other systems, the Reservation
Systems of Airlines (CRS), Access
Control Systems to restricted areas,
Passport Control Systems, Aircraft
Flight Control Systems, Air Traffic
Management, Communication,
Navigation and Surveillance systems.

The global aviation system s
becoming, with Innovation and new
technology, a potential target for a
large-scale cyber-attack because
of its complexity and the fact that it
relies heavily on the use of integrated
systems of ICT.

Any (cyber)-attack in this industry
would result in significant social and
economic consequences that would
create a ripple effect across the
globe. In fact, the adverse impact
will not be limited only to the aviation
sector.

Cybersecurity is the key enabler
for us to confidently seize the new
opportunities arising from innovation.
Conversely, weak cybersecurity
leaves us exposed to new and
disruptive cyber threats. Therefore,
we need to invest in three elements:
Cyber Defence, Cyber Innovation
and Cyber Partnerships.
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| would like to focus on the theme
of our workshop today and why we
choose again to come back to the
topics and have three main reasons
for that. The first one on is to satisfy
the demand of our customers and
you are our customers for the project.
you define what the project does for
you and we have received quite a
lot of demand for cybersecurity and
innovation topics to come again on
the agenda and on our activities. so
we are trying to satisfy the demand.
The second one is that cybersecurity
is typically across the main topic. It
touches upon the traditional aviation,
security and domain, but it also
touches upon ATM and safety. It goes
very fast, maybe faster than we would
like and it also requires a very fast
change of competencies, knowledge
and expertise. So we sometimes
feel that we are running behind the
technology for development. But it
is even more important that we run
ahead of this development so that we
do understand what’'s coming next.
So that we are in a better position
to address the challenges that
cybersecurity caused to our systems.

So it was important for us to take
stock of recent developments.
They has been a lot of them in the
last two years, whether it is on the
use of artificial intelligence or on
things like prohibited items. These
developments are interesting, but
they are also challenging. They are
interesting because they offer new
possibilities and new opportunities

for development of civil aviation.
We see, for example, many
security equipment improve their
performance in terms of explosive
detection in the recent years. But
these are also challenging because
challenging cause so many risks
associated with cybersecurity and
innovation. We need to understand
what the risks are in order to mitigate
them and if we want to continue to
protect our sector and our citizen
against terrorist attacks. And the
third reason why we choose this
topic is also because we need to talk
together about what can we do, what
are the actions that we need to take
together. Whether we are a national
assertive like many of you in this
room today, or regional organizations
like many of us here. We need to see
what we can do together in order
to improve the situation. Because it
is not just about technology, cyber
security is very much about the
human being using the system.
Very often the weak point is not the
machine itself or the technology
itself. This is how the human use
it. And this is things that also we
are spending quite a lot of time in
Europe on this, trying to understand
this relationship. Because at the end
of the day, we need to put together
some framework which on one side
allow and support the development
of innovation. Innovative solution to
our industry, because this is what
our industry needs. But at the same
time to make sure that we have the
mitigation measures in place that do
not increase the level of risk. At the
end of the day, it's also for us not
to forget that we are here to protect
our sector, to protect our citizens,
and just to make sure that we do in
command and we have an effective
and sustainable implementation of
baseline security measures.

A few words to conclude. I'd like
to thank my team, the ECAC team
that put together this workshop, the
AFCAC and the ACAQO team as well.
and the TSA that contributed to put a
program to you and to organize this
for you today.

| would like to thank Morocco for the

hospitality here in this beautiful city of
Marrakech. So it was nice to be back.
And also in advance, the speakers
and the moderators and our maitre
de cérémonie who made our life very
easy over the next three days. But
we also share their expertise, their
competencies and their knowledge
with all of us. So really, this workshop
is for you. So ask as many questions
as you wish. There is no stupid
question. You really should like take
the opportunity of having all of us
here in the room to improve. It's part
of a continuous improvement that we
all do in our professional life.

And also maybe a more personal
comment. I'm very happy to see that
on the program we have a very large
diversity of speakers. Two years
ago we had most of the speakers
were Europeans. This time we have
a much more balanced approach
between moderators and speakers
and | think this is a very welcome
development and this also should
serve as a model for any future
activity that we do together. There
will be more workshops of this kind
in the future and | think they will be all
in the same format, where diversity
of expertise from different regions, a
balance between different experts, a
lot of sharing.

Of course, as a woman, | would like
to see more women and | know this
is sometimes challenging to have
more female in very technical and
technological domain, but we'll get
there and I’'m sure the next workshop
we will have more. The next workshop
will be in AFCAC region on security
equipment and technology. And we’ll
make sure that it's also a balanced
program. So thank you very much
for being here. | hope you will enjoy
the workshop, ask questions, don'’t
hesitate during the session or during
the coffee break. We are here for
that. We'll stay with you the whole
three days and enjoy.

Thank you very much.
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Honorable Minister of Tourism, Air
Transport, Handicraft and Social
Economy of Morocco;

Mr. Abdennebi Manar, Director
General of Arab Civil Aviation
Organization.

Ms. Adefunke Adeyemi, Secretary
General of African Civil Aviation
Commission.

Distinguished Delegates and

Guests,
Ladies and Gentlemen,

As you all know, safe and reliable
air transportation keeps our
communications connected and
plays a crucial role in enabling
economic activity. Over the
course of the past few vyears,
we remain vigilant, we remain
connected, and we've remained
and continued to strive to improve

Conference
global aviation security baseline

as | look around the room, | see
representation from45nations and
15 organizations. It's now more
important than ever to continue
our partnership to address the
present and future challenges of
the aviation security. Although we
were disconnected, we remain
together virtually over the past two
years, and we are willing to begin
many conversations regarding
cybersecurity and even journal
technologies. My hope is that
this week we can build upon our
initial conversations, expand our
ideas and best practices in order
to combat these threats together.
Over the last decade and a half,
we've all seen threats to civil
aviation change and multiply. No
longer do we have to only focus
on the physical threat to aircraft,
but we must also take into account
a new, unique and ever changing
threat environment.

An environment can now include
the cyberspace. While cyber
threats are not new, the global
reach of cyber actors must
be considered and countered
effectively. This is especially

important as innovative new
technologies are  developed
and deployed to bolster our

security. Innovation lies at the
core of our mission. Without it, we
cannot countermerging threats,
nor can we ensure the security

processes that we employ remain
effective and efficient. To further
complicate the challenges that we
face, the Corona Virus Pandemic
has imposed a number of financial
constraints upon our collective
systems. While we must all face
the daunting recovery in the
postcoded world, our adversaries
remain relatively immune from
similar challenges and continue to
work to exploit our vulnerabilities
and our security. However, our
role is not Boston. Through
events and avenues such as this
one, we can all share ideas, have
real impactful conversations,
and through collaboration, work
to overcome all of these new
challenges.

Friends, distinguished colleagues,
thank you for your attendance and
continued support. I'm confident
that together we will rise to the
occasion against these threats.
More importantly, thank you for
your time. It is the most valuable
commodity you can offer us.
Now | must ask you for the most
powerful, and that is your ideas
to make this seminar a success.
Bring your best practices,
bring your ideas, bring your
conversations, so that together
we can combat the cyber threat.
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First and foremost, | would like to
express my pride in organizing this
symposium in partnership with the
African Civil Aviation Commission, the
European Civil Aviation Conference
and the US Transportation Security
Administration. | am pleased to
welcome you all to this symposium,
which we are proud to host for the
second time in a row , in Marrakesh,
Kingdom of Morocco, as we had the
honor to organize the first edition in
this beautiful city in 2020.

Through this platform, | also extend
my sincere thanks and appreciation
to the government of the Kingdom
of Morocco, especially the Ministry
of Transport and Logistics, for the
support it has been providing to the
Arab Civil Aviation Organization,
in hosting its headquarters in the
Kingdom of Morocco.

| also cannot fail to express my thanks
and gratitude to the countries and
regional organizations that contribute
with us during this event, by sharing
their experiences and best practices
to enhance civil aviation security.

The organization of this symposium
embodies the deep meaning of
the joint regional action between
States and international and regional
organizations, thus achieving the
lofty objective that we all aspire
to, which is achieving regional
integration and enhancing security in
line with the principles of the United
Nations. It also aims to implement
the aspirations of the international
community to serve the interests of

states and the aviation industry.

Therefore, organizing such activities
aims to spread the culture of security
and raise security awareness. From
this rostrum, | acknowledge the
distinguished partnership between
us, the European Civil Aviation
Conference, the US Transportation
Security Administration, the African
Civil Aviation Commission, and the
British transport sector, with whom
we have partnership and cooperation
agreements.

On this occasion, | confirm that the
Arab Civil Aviation Organization will
continue to support this approach
and is keen to enhance regional
cooperation between us and our
partners, and to share experiences
and expertise, especially in the field
of civil aviation security to confront
threats, whether traditional or
emerging.

Digital transformation was not born
today, but rather is a reality imposed
by economic growth, as there is a
strong correlation between these
two data. With the growth of this
digitization, the civil aviation system
at its various levels, air navigation,

aircraft communication  systems,
airport information system, and
others, have become globally
interconnected, embodying the

theory of the small world. With this
digital transformation, cyber threat
has become a daily challenge and a
reality that imposes the necessity of
predicting any possible attack on the
civil aviation system, due to the fact
that any cyber-attack is capable of
causing rapidly spreading damage
globally, whether at the level of
security and safety of passengers, or
at the level of corporate reputation, or
at the level of economic losses.

Aware of the growing cybersecurity
risks in the aviation field, and
anticipating an increase in attacks
on the aviation cyber system, it
has become a necessity to set new
standards related to cybersecurity
support for the aviation system in the
coming period.

This is why we were keen to establish
a working group on cyber security as
our contribution to the wide-ranging

efforts and measures undertaken
by the International Civil Aviation
Organization and Member States
in implementing the resolutions
issued by the ICAO Assembly at
the fortieth session, especially the
implementation of the Global Plan for
Civil Aviation Security.

During the period from 2021-2023, we
identified the priorities for the work of
the committee, the expert group and
the working groups, revolving around
the topics that form the basis for joint
action among Arab countries. and
most importantly:

- Preparing an Arab vision for

cybersecurity and  cybersecurity
governance;

-Exchanging information,
experiences and  cybersecurity

techniques;

- Capacity building in the field of
cybersecurity;

- Managing cyber incidents and
undertaking cyber security exercises.

Honorable attendees,

Today, we need to unify legislation
in a way that allows the development
of civil aviation security in the Arab
and African regions, in a way that
enhances regional integration and
allow us to benefits from each other’s
experiences. Therefore, the way to do
so resides in strengthening regional
cooperation.

On this occasion, we pledge to
provide all facilities and conditions

to enhance cooperation and
coordination with countries
and international and regional

organizations to develop a package
of training and awareness-raising
programs in the field of cybersecurity.

In conclusion, | wish you success in
the work of this event, hoping that the
topics to be discussed will contribute
to raising security awareness,
increasing the culture of security,
and enhancing regional expertise.

May God protect our homelands
and may God bless you and us with
security, safety, and peace.
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It gives me great pleasure to welcome
all of you in your second country,
Morocco, to participate to the regional
symposium on innovation and Cyber
Security, that we are proud to host
here in Marrakech.

| am also honored to open the
activities of this symposium, which
comes in a context in which the
field of civil aviation is facing at
the international level, a set of
challenges and stakes related to
air safety and security, innovation
being one of the main key points
that must be taken care of in order to
meet the challenges and achieve the
aforementioned  objectives.

In this regard, | would like to thank
the Arab Civil Aviation Organization,
The  European  Civil  Aviation
Conference, the African Civil Aviation
Commission, and the Department
of Civil Aviation US Air Transport
Security for organizing the second
edition of this symposium and
choosing the Kingdom Morocco to
host it, knowing that it has become
one of the most important forums
embodying regional cooperation and
international law in the field of civil
aviation security.

Morocco’s hosting of this event
is evidence to the importance it
attaches to the air transport sector
safety and security.

This symposium, which has been
set under the theme “Innovation and
Cyber Security”, comes in the context
of the growing digital transformation
of the aviation sector, especially with
the phase marked by the Corona
pandemic, that has accelerated the
pace of digital transformation in all
areas, particularly those related to air

transport.

In this context, the symposium
becomes an important opportunity to
establish international and regional
cooperation for facing cyber threats
related to the security and safety of
civil aviation.

Onthis occasion, | would like to inform
you that the Kingdom of Morocco has
engaged since 2011, under the The
wise leadership of His Majesty King
Mohammed VI, may God grant him
victory and support, on the path of
developing National capabilities in
information systems’ security and the
enhancement of digital trust, through
the adoption in 2012, of The National
Cybersecurity Strategy.

For the purpose of implementing
this strategy, Morocco issued Law
No. 05.20 related to security Cyber,
which aims to:

- Strengthening the protection and
resilience of information systems;

- Expanding the scope of protection

by incorporating other active
categories,
-Countering cyber-attacks,

enhancing digitization and protecting
personal and sensitive data,

- Assigning the strategic committee
and the national authority the powers
and means of carrying out the mission
of protecting information systems,

- Enhancing and developing the
national cyber security environment.

Coordination in  the field of
cybersecurity in the civil aviation
sector is a major challenge. States
are unable to face the air transport
cyber risks alone as a there is a
cross-border  risk.

Therefore, it is necessary to
strengthen cooperation and
exchange  of  expertise and
experience in this field among all
Stakeholders in all different sectors
related to cybersecurity issues in
Civil aviation, in order to ensure the
immunization of the sector against
threats and risks, with the objective
of achieving the ultimate goal to
which we have all committed within
the framework of the International
Civil Aviation Organization, that is,
“Securing safe, sound and regular

air transport”.

| seize this opportunity to
acknowledge the efforts of the
Kingdom of Morocco in developing
and keeping pace with the efforts of
the World Civil Aviation Organization
and in developing the cooperation
with its Member States.

Since 2004, Morocco has adopted an
ambitious policy to liberalize the air
transport sector especially with the
signature of open skies agreements
with the European Union and the
United States of America, which made
it possible to improve the efficiency
of the civil aviation sector in Morocco
and achieve significant development
of international air traffic.

We are also working to further
enhance the position of Mohammed
V Airport as an international, African
and regional pole, in addition to
continuing to promote the policy
of liberalization of air transport,
especially at the level of the Single
African Air Transport Market as well
as developing and strengthening
airport infrastructure and equipment.
Morocco has  currently 19
international airports in all regions
of the Kingdom, especially in our
southern provinces Laayoune-Sakia
El Hamra, Dakhla-Oued Ed-Dahab,
Guelmim-Oued  Noun.

Ladies and gentlemen,

In conclusion, | would like to make
an appeal to all the energies working
in the field of aviation and your
honorable presence, to intensify
and consolidate the bonds of joint
cooperation in order to confront
the future challenges of global air
transport including technological
developments, and  combating
threats directed over the information
network, with the usual efficiency and
total compliance to the standards
and recommended practices issued
by the International Civil Aviation
Organization.

| cannot fail to express my thanks
and appreciation to the States and
Regional Organizations that have
contributed in  this Symposium
through there experts sharing their
experiences and best practices to
enhance civil aviation security.



He stressed that this meeting, which is being held in a
context characterized by many challenges and issues
related to aviation safety, represents an opportunity
to establish and intensify international and regional
cooperation, in order to be able to confront the
multiple cyber threats facing this sector.

He added that «innovation is one of the main steps
to meet the challenges of cyber threats,» highlighting
Morocco’s adoption of a national cybersecurity
strategy aimed at developing national capabilities in
the security of information technology systems and
enhancing digital confidence.

For his part, His Excellency Eng. Abdennebi Manar,
Director General ofthe Arab Civil Aviation Organization,
stressed the need to harmonize Arab and African
legislation in order to develop civil aviation safety in
this region, thus promoting regional integration.

He highlighted, in this regard, the permanent support
of the Moroccan government, including the Ministry
of Transport and Logistics, to the Arab Civil Aviation
Organization as well as the excellent partnership
between the organization and the European Civil
Aviation Conference, the African Civil Aviation
Commission, the Department of Transport Security,
in addition to the logistics and transport sector in the
Kingdom United.

He explained that this meeting reflects the depth of
this intense regional cooperation between countries
and international and regional organizations with the
aim of achieving regional integration and enhancing
security, in accordance with the principles of the
United Nations, stressing the committee’s keenness
to enhance regional cooperation with its partners and
share expertise and experiences in the field of civil
aviation, with the aim of addressing traditional threats
and challenges. and upwards.

He added that with the digital change, the cyber
threat has become a daily challenge and a reality that
requires proactive approaches to any attack on the
civil aviation system that would cause damage that
could put passengers or the reputation of airlines
at risk, and may result in economic damage, noting
the need to establish new standards for security.
Cybersecurity for the civil aviation sector for the next
stage.

For her part, the Secretary-General of the African Civil
Aviation Commission, Ms. Adefunke Adeyemi, pointed
out that innovation has contributed to the development
of many sectors, including the civil and commercial
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aviation sector, highlighting the importance of Africa’s
shift to the use of commercial drones, which are very
useful for sectors such as agriculture.

In this context, she called for facilitating the use of
this technology to develop several economic sectors
in Africa, noting that the civil aviation sector uses a
complex system of technology that can be targets for
cyber-attacks with serious economic consequences.

In turn, the Executive Secretary of the European
Aviation Conference, Patricia Reverdy, stressed that
this meeting embodies the importance of regional
cooperation, as well as the exchange of information
related to civil aviation, given that this type of seminar
aims to enhance the capabilities of stakeholders in
the sector to confront potential threats to civil aviation.

For his part, William Greenolds, US Attaché in the
Transportation Security Administration, the US
Transportation Security Agency, indicated that this
meeting represents an appropriate occasion to
deepen «our mutual understanding of this field in
order to combat all threats and risks to the civil aviation
sector,» highlighting the importance of regional
cooperation. In strengthening the capabilities of
countries and enabling them to confront any potential
attack on the civil aviation system.

More than 40 countries and 15 organizations
participated in this meeting, organized by the Arab
Civil Aviation Organization, in partnership with the
European Civil Aviation Conference, the African Civil
Aviation Commission, and the Transportation Security
Administration.

This symposium, which is being held for the second
time in Marrakesh, and was attended by twenty-seven
(27) international experts, was an occasion to present
best practices in the field of civil aviation security,
enhance capabilities to address all electronic threats,
discuss ways to address cyber risks and threats, and
discuss and review:

- Existing risks and mitigation measures related to
cybersecurity;

- Industry practices in managing cyber risks;

- The impact of innovation on aviation security;
And the latest innovative solutions in the field of
aviation security.
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The Second Regional Symposium on “Innovation and Cyber Security”

The activities of the second regional symposium
on “Innovation and Cyber Security” were held in
Marrakesh from 5-7 September 2022, organized by
the Arab Civil Aviation Organization in partnership
with the European Civil Aviation Conference (ECAC),
as the implementing agency of the EU-funded CASE
Il project. The African Civil Aviation Commission

(AFCAC) and the US Transportation Security
Administration (TSA), in the presence of more than
100 officials and experts in the field of aviation
security, numbered more than 100 participants from
46 countries.

The seminar was inaugurated by His Excellency
Eng. Mohamed Abdel Jalil, Minister of Transport and
Logistics of the Kingdom of Morocco, His Excellency
Eng. Abdennebi Manar, Director General of the Arab

Civil Aviation Organization,
Secretary General of
the African Civil Aviation
Commission, Executive
Secretary of the European
Civil  Aviation Conference,
and Attaché to the Transport
Security  Administration in
North  Africa.

The Moroccan Minister of
Transport and Logistics called
for strengthening regional and
international cooperation and
encouraging the exchange
of experiences in the field of civil aviation in order to
fortify this sector against cyber threats and risks.

The Minister explained that «regional and
international coordination and cooperation in the field
of cybersecurity related to the civil aviation sector is
a necessary condition to confront these cross-border
threats, in order to achieve safe, sound and regular
air transport.»

The Minister also highlighted the Kingdom of
Morocco’s commitment to strengthening and keeping
pace with the efforts of the International Civil Aviation
Organization, and developing cooperation among its
member countries, by liberalizing the air transport
sector through the conclusion of agreements with the
European Union and the United States.
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Training courses and , workshops and seminars schedule
September -December 2022

Course on the Workshop on ACI Workshop on
economics of air Airport Carbon fair competition
transport Accreditation among airlines

Cairo Rabat
16-20 October 24-28 October

4 4 " Workshop

Muscat
30 October

- 1 November

Negotiation skills GANP NANP WS on ICAO.new
course Emission
standards

Cairo Cairo Rabat
13-17 November 14-17 November 21-25 November

/ACAO/ ICAO

Ground Handling
+ Dangerous
Good

CASABLANCA
12-15 December



By : Engineer / Manar Abdennebi
Director General of the Arab Civil
Aviation Organization

In contrast to before the
COVID-19 pandemic, this
summer saw alargeincreasein
air travel worldwide, including
for the majority of air routes
of the air transport network.
Commercial air carriers
increased the number of seats
capacity to more than 83% of
the global average for 2019,
after the rate of passengers
reached 72% during the
first half of the current year,
resulting in a decrease in
passengers revenues loss to
less than 45 billion U.S. dollars
compared to the previous
year. This is a significant
improvement compared to the
predicted total loss in 2020
and 2021, which was more
than 323 billion and 372 billion
U.S. dollars, respectively. It is
anticipated that this loss will
not exceed 165 billion U.S.
dollars this vyear.

As for Africa and the Middle
East, during this summer

seats capacity exceeded 83%
in 2019, with more than 80%
of travelers registered during
the first half of this year. This
enabled the loss of income to
less than $1 billion in Africa
and less than $1.7 billion in the
Middle East.

This is in spite of the negative
effects  of the  current
global situation, which is
experiencing  crises,  the
most notable of which is the
COVID-19 pandemic, which is
still ongoing and is particularly
notable for the shortages of
qualified human resources it
caused to facilitate services at
airports, the Russian-Ukrainian
war, which increased the
cost of air travel and caused
ticket prices to increase even
for low-cost air carriers, and
natural disasters brought on
by climate change, which
included more regions and
larger areas than the previous
ones, which sharply enshrined
the requirement to reduce of
carbon dioxide emissions.

Civil aviation was not exempt
from this requirement, which
prompted the concerned
authorities in  the member
states of the International
Civil Aviation Organization to
hold a high-level meeting in
Montreal during the second
half of last July to discuss the
options available to define an
ambitious long-term global
goal, means of implementation,
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and progress monitoring.

The  outcomes of this
meeting were presented to
the 41st General Assembly
at the headquarters of the
International  Civil  Aviation
Organization at the end of
September in the presence
of officials and experts from
Member States, international

and regional organizations
and the aviation industry.
They adopted a resolution

providing for a reduction of
carbon emissions to zero
by 2050 in accordance
with  the Paris Agreement
through the introduction of
modern aircraft technologies,
the implementation of
new emissions-reduction
processes and the use of
sustainable aviation fuel, low-
carbon aviation fuel and clean
aviation energy sources.

The program of activities of
the International Civil Aviation
Organization (ICAQ) for the
next three vyears, aimed at
continuing the work on the
recovery of air transport,
was adopted. The Arab Civil
Aviation Organization (ACAQO)
will also contribute to the
implementation of this program
in the Arab region, given the
importance of this vital sector
in sustainable development,
as it is part of the solution and
not part of the problem.
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Kingdom of Saudi Arabia organization -
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organization -

His Excellency Eng. Nayef bin Ali bin
Hamad Al Abri

Undersecretary of the Ministry of Transport,
Communications, and Information Technology

His Excellency Mr. Mohammed Faleh
Al-Hajri

The person in charge of conducting the work
of the General Authority of Civil Aviation

for Transport. State of Qatar
, Sultanate of Oman -Member of the Executive Council of the
\ \ - Member of the Executive Council of the Organization-
organization -

His Excellency Mr. Zakaria Ben Ghazi

Director General of the Directorate General of
Civil Aviation

The Kingdom of Morocco

-Member of the Executive Council of the
Organization-

His Excellency Mr. Ashraf Noweir
Head of Civil Aviation Authority
The Egyptian Arabic Republic

-Member of the Executive Council of the
Organization-
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Creation

The Arab Civil Aviation Organization is a specialized organization

affiliated to the League of Arab States that aims to strengthen
cooperation and coordination between Arab countries in the field of
civil aviation and its development. It was established on February 7,
1996 when its agreement to establish it came into force, and its first

general assembly was held on June 4-5, 1996.
.
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MESSAGE ;

Supporting the Arab civil aviation sector
towards leadership, coordinating
between member states, defending
their interests, developing their
capabilities, providing advisory and
training services, supporting them in
regional and international forums, and
publicizing and being proud of their
achievements.
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An effective entity with a supportive
approach to the march of the Arab civil
aviation sector towards leadership
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The purposes and objectives of the Organization are to

Commitment: achieving the desired goals and results. provide the civil aviation authorities of the Member
Impartiality and objectivity: impartiality and concern States with a framework for joint action to:

for fairness and preservation of the common interest. Develop a general planning for civil aviation among the
Efficiency: the optimal use of the most appropriate Arab countries in order to develop and ensure its safety.
resources in achieving the objectives of the Promote cooperation and coordination between Member
organization. States in the field of civil aviation and lay the foundations
Credibility: the obligation to provide accurate for this to be of a unified nature.

information in a timely manner and to clarify its Work on the development and development of Arab civil
SOlfr.CG_S transparently. aviation in a way that responds to the needs of the Arab
Affiliation: Institutional and regional loyalty to the nation in safe, sound and regular air transport.
organization.



ARAB

AVIATION

General Supervision
Eng. Manar Abdennebi
DG, ACAO

Editor in Chief
Mr. Ibrahim Bennadi

Editorial Board
Mr. Khaled Mohamed Antar
Ahmed
Eng. Adil Bouloutar
Hicham Bennani

Finance and Logistics
Mr. Faysal Benssliman

Imprimerie

All Print Pub
Agdal

E-mail:
acao@acao.org.ma
Website:
www.acao.org.ma
Postal Address:

PO Box 5025 Rabat / Souissi the
Kingdom of Morocco
Phone:
(+212)537 658340/658323
Fax:

(+212)537 658111/658154

No.Legal Deposit:
165/2000
ISBN:

ISSN 1119 - 3053
ALL rights reserved

2022




September 2022

ARAB @

AVIATION

il bl N

c;{’lt 0"'” Aviation WMWM Periodic Magazine Issued by the Arab Civil Aviation Organization
g . acao@acao.org.ma
General Supervision : Eng. Manar Abdennebi - ISBN : 3053-1119 - N°. Legal : 2000/165 WWW.aca0.0rg.ma

-_,.,_‘--;...1 _E:E r-;-..” 1'_ 1:‘- ] w
N ST ING n U s T
o "l:__. - -{ "; . Bk y I ..';.E

w *

n /ArabCivilAviationOrganization @acao1996 G ACAO m /ACAO



